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Legal Information 

About this Document 

● This Document includes instructions for using and managing the Product. Pictures, charts, images and all other 

information hereinafter are for description and explanation only. Unless otherwise agreed, Hangzhou Hikvision 

Digital Technology Co., Ltd. or its affiliates (hereinafter referred to as "Hikvision") makes no warranties, express or 

implied. 

● Please use this Document with the guidance and assistance of professionals trained in supporting the Product. 

Acknowledgment of Intellectual Property Rights 

● Hikvision owns the copyrights and/or patents related to the technology embodied in the Products described in this 

Document, which may include licenses obtained from third parties. 

● Any part of the Document, including text, pictures, graphics, etc., belongs to Hikvision. No part of this Document 

may be excerpted, copied, translated, or modified in whole or in part by any means without written permission. 

●  and other Hikvision's trademarks and logos are the properties of Hikvision in various 

jurisdictions. 

● Other trademarks and logos mentioned are the properties of their respective owners. 

LEGAL DISCLAIMER 

● TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS DOCUMENT AND THE PRODUCT DESCRIBED, 

WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND "WITH ALL FAULTS AND ERRORS". 

HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, 

SATISFACTORY QUALITY, OR FITNESS FOR A PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR 

OWN RISK. IN NO EVENT WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR 

INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS 

INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION, WHETHER BASED 

ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT LIABILITY, OR OTHERWISE, IN CONNECTION 

WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES 

OR LOSS. 

● YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECURITY RISKS, AND 

HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRIVACY LEAKAGE OR OTHER 

DAMAGES RESULTING FROM CYBER-ATTACK, HACKER ATTACK, VIRUS INFECTION, OR OTHER INTERNET SECURITY 

RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.  

● YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOU ARE SOLELY 

RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE LAW. ESPECIALLY, YOU ARE 

RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT INFRINGE ON THE RIGHTS OF THIRD 

PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA 

PROTECTION AND OTHER PRIVACY RIGHTS. YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBITED END-USES, 
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INCLUDING THE DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR 

PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT RELATED TO ANY 

NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEL-CYCLE, OR IN SUPPORT OF HUMAN RIGHTS ABUSES. 

● IN THE EVENT OF ANY CONFLICTS BETWEEN THIS DOCUMENT AND THE APPLICABLE LAW, THE LATTER PREVAILS.  

©  Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved. 
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Chapter 1 Connection Method 

A cable connection is established for a serial port loopback test in the following way: Connect the 
PC to the device with the loopback communication cable that comes with the device and then 
connect the Android device serial ports with a 3.5 mm serial cable to verify loopback 
communication. The test requires at least one PC and one controlled screen. See Figure 1-1 for an 
illustration of the cable connection method. 
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Chapter 2 Command Description 

Serial Port Protocol 

Serial port loopback commands are transmitted in bytes within the program. The following table 
describes the structure of the serial port protocol. 

 Structure of Serial Port Protocol 

Command Code 

 Command Code 

Data Description Length (Bytes) 

Packet header The packet header 0xcaca is used for serial port loopback. 2 

Packet length The total length of a command (in bytes). 2 

Reserve 0x00000101ffff 6 

Command code The device is instructed to perform a specific operation 

(details provided in the next section). 
2 

Version No. Default value: 0x01 1 

Reserve 0x11 1 

Parameter set For example, some commands require parameters. (length: 

N) 
N≥0 

Checksum The calculation method will be explained in the next 

section. 
1 

Command Code Description 

0x012E Instruct Android to perform a shutdown operation. 

0x0130 Instruct Android to perform a restart operation. 

0x013A Switch the signal source. 

0x0045 Set mute or cancel mute. 

0x0135 Set the volume (value must be within the range of 0 to 100). 

0x000D Execute the corresponding remote control according to the key value 

received. 

0x0130 Instruct Android to perform a restart operation. 

0x013A Switch the signal source. 
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Key Values 

 Key Values 

 

 

 

 

 

 

 

 

Checksum 

Reference code: 

/** 

 * buff: Start address of the serial port protocol packet 

 * len: Packet length excluding the checksum 

*/ 

unsigned char checkSumChar(const uint8_t *buff, int len) 

{ 

    unsigned long cksum = 0; 

    while (len) 

    { 

        cksum += *buff++; 

        len -= sizeof(unsigned char); 

    } 

    while (cksum >> 8) 

    { 

        cksum = (cksum >> 8) + (cksum & 0xffU); 

    } 

    return (unsigned char)(~cksum); 

} 

Up 19 

down 20 

left 21 

right 22 

Home 3 

OK 23 

Back 4 

down 20 
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Serial Port Wake-up 

A Wake from Serial Port switch is available in Advanced Settings, as shown in Figure 2-1. When 
the Wake from Serial Port switch is turned on, sending 0x20205343 through the serial port wakes 
up the device. 
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Appendix A Examples of Serial Port Protocol 

Packets 
Table A Examples of Serial Port Protocol Packets 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

The data packets in the table are for reference only. Specific data packets should be designed as 

needed in accordance with the instructions provided in this document. 

 

  

Shutdown caca000f00000101ffff012e011118 

Reboot caca000f00000101ffff0130011116 

setVoice caca001000000101ffff013501110f01 (Volume: 0x0f) 

BTN_Mute caca000f00000101ffff0045011102 

BTN_Up caca001000000101ffff000d01111326 

BTN_Down caca001000000101ffff000d01111425 

BTN_Left caca001000000101ffff000d01111524 

BTN_Right caca001000000101ffff000d01111623 

BTN_RETURN caca001000000101ffff000d01110435 

BTN_OK caca001000000101ffff000d01111722 

BTN_HOME caca001000000101ffff000d01110336 

returnOS caca001000000101ffff013a0111000b 

returnHDMI1 caca001000000101ffff013a0111010a 

returnHDMI2 caca001000000101ffff013a01110209 

returnHDMI3 caca001000000101ffff013a01110308 

returnDP caca001000000101ffff013a01110407 
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Appendix B Serial Port Debugging Assistant 
Please use a serial port debugging assistant that supports HEX transmission. The basic 
configuration is as follows: 

Baud rate: 9600 

Data bits: 8 

Stop bits: 1 

Parity: None 

Flow control: None 

  

Use HEX (hexadecimal) for transmission. 
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